Inside This Issue
•
•
•
•
•

Current Threat Levels
ACSO on Step Change
A Conversation With ..
Opening by the Security
Minister
The Current Threat

London Regional Counter Terrorism Protective Security Update

•
•
•
•

From a Business
Perspective
What Can We Do?
CSSC & Protect Goes
National
Step Change—The Way
Forward by DACSO

September 2017

THREAT LEVELS

National Counter Terrorism Step Change Summit

INTERNATIONAL to the UK

This months Protect newsletter is dedicated to the National Counter Terrorism Step
Change Summit which took place at the Guildhall in London on Monday 17th July 2017.

SEVERE
AN ATTACK IS HIGHLY LIKELY

Assistant Commissioner Mark Rowley QPM is the head of Specialist Operations in the Metropolitan
Police Service and Chair of the National Police Chiefs’ Council Counter Terrorism Coordination
Committee and National Lead for Counter Terrorism Policing.
The last few months has obviously being very distressing and with four attacks, 36 people have
lost their lives in terrorist attacks in the UK, and more than 200 people injured. We see a Step
Change and that is what we need to look at through this event and future programme of work.
That is a massive change, not just a small percentage change, but a change in order of
magnitude.

NORTHERN IRELAND
RELATED in Britain

SUBSTANTIAL
AN ATTACK IS A STRONG
POSSIBILITY

For more information
please see:
http://www.mi5.gov.uk

We are seeing an increase propensity for domestic extremism, extreme right wingers who
propagate hate and organised disorder. Their activity is generating increasing numbers of lone
actor, extreme right wing motivated terrorism. Not only do you have the bigger headline from
international terrorism, but you also have the domestic terrorism, and the extreme right wing,
sadly those two groups feed off each other.
A cause of challenging conversations between police and industry is sometimes when we are
asked to describe the threat exactly, and what will help them to respond to it. Unfortunately the
range and spectrum of the nature of the threat, the people involved, the methodology, the
groups, how it connects across the world are extraordinarily diverse.
There are many examples of people doing reconnaissance in advance, people hiring vehicles,
international travel, extraordinary purchases of chemicals, applying for jobs to raise money,
and renting property, the list goes on. These are all examples of things that reach well beyond
the police to areas where the public and private sector can help us.

@LondonProtect
Please follow
retweet posts.

us

and

Pass on this information to your
colleagues and employees so that
we can pass
information to everyone involved in working together
to protect London.

We are trying to change the way we communicate with you, strengthening the CSSC machinery
to roll it out nationally alongside Protect messaging . We need to look at new ways of working
together and consider ideas such as skills transfer, sharing information better, raising the
skillset of staff, because there are tens of thousands of people in the security sector that can
work with policing to protect the United Kingdom.
Looking at recent examples, such as the Griffin self-training, over three hundred businesses
have now brought those skills in house, giving more counter terrorism preparedness to your
staff. We have been working with the travel industry since the Souse attack in Tunisia, and they
now have over twenty thousand people across the country more alert, and better trained to
look after their customers as they travel across the world. We need to go from piece meal to
systematic and be strategic about how industry and the public sector and the security world
work together.
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A Conversation With … Sir David Veness CBE QPM
“In the course of overall event preparation, the Summit became known as the Step Change Summit in
recognition of the stark reality of the threat challenge, the demand on public sector resources and the
concerted effort needed to produce a response across all of the UK commensurate with the threat".

Sir David Veness served as Under-Secretary-General of the United Nations Department of Safety & Security from its
creation in 2005 until June 2009. This role carries responsibility for UN operations globally. Prior to this appointment,
he was Assistant Commissioner (Specialist Operations) New Scotland Yard from 1994-2005. He is currently the
Co-Chair of the Cross-sector Safety and Security Communications Consultative Board, Chairman of the London First
Security & Resilience Advisory Board, and an Honorary Professor of Terrorism Studies at the University of St. Andrews.
Why was the event organised and can you explain how it came to be called the Step Change Summit?
"The motivation for the Step Change Summit came from the four terrorist attacks in the UK beginning on 22 March at
Westminster. This was reinforced by awareness of further foiled attacks in the same period. DAC D'Orsi spoke at a
CSSC meeting on 6 June immediately following the third attack at London Bridge/Borough Market on 3 June. She
proposed the idea of a Summit. It was agreed that the targeting, tempo, scale and type of attacks strongly indicated
that enhancement was needed in public/private engagement and partnership in the interests of corporate, public and
national security. A planning meeting took place at Scotland Yard and a 3-phase plan was agreed. The first stage was
pre-event research and preparation. The second stage was event delivery and the third stage was a follow-up
programme to ensure momentum and positive actions. An analytical team from Portsmouth University and elsewhere
generously agreed to capture the key points from the event and assist to develop follow-up. In the course of overall
event preparation, the Summit became known as the Step Change Summit in recognition of the stark reality of the
threat challenge, the demand on public sector resources and the concerted effort needed to produce a response across
all of the UK commensurate with the threat".
What was the aim of the Step Change Summit?
"This was succinctly expressed by the Commissioner of the Metropolis, Cressida Dick, speaking at the Mansion House
very shortly after the Step Change Summit. She said 'The Police and Agencies cannot prevent terrorism alone and we
will be looking to the private sector to take more responsibility for protecting the public who use their
services'. Greater private sector responsibility or self-help relies upon improved two-way information sharing and
public sector guidance. This is an achievable aim with clear benefit for companies, the public and overall national
security. It is directly relevant to the present and foreseeable terrorist threat. The opportunity, as stated by Assistant
Commissioner Mark Rowley, is to progress from a piecemeal approach to more systematic and strategic
arrangements".
What happens next, and how will work progress?
"Progress depends on continuing team partnership effort. Positive post-Summit actions have already begun. DAC
D'Orsi has convened a joint group to address shared information from the lessons of events since 22 March. An
account of key emerging themes has been sent to all attendees. Comments have been invited on the Summit and
valued responses are arriving. An analytical wash-up workshop has been held. Meetings to refine and deliver the
Follow-Up Programme are being scheduled. A further Summit is envisaged later this year to review progress. What
happens next greatly depends upon further proactive support from Business Representative Bodies, Business Specific
Sector Entities (e.g. hospitality, leisure and entertainment), local geographic partnerships (e.g. BIDs) and individual
enterprises both large and SMEs. To assist to achieve a focused and useful Follow-Up Programme, continued guidance
from all of the foregoing including examples from across the whole of the UK of activities to advance the aim of the
Step Change Summit remain very welcome and contributions are warmly encouraged".
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Opening Address—Right Honourable Ben Wallace MP, Minster of State for Security at the Home Office.

“The challenge for us in the security intelligence agencies, and within police forces, is to keep ahead of people who
may have the intention to actually do something in a matter of hours or days, rather than years or months… we
simply cannot deal with the scale of the challenge without the help of partners such as the public and the private
sector.”
More than four hundred Business Leads and Security Managers attended the event from around the country which was opened by
the Right Honourable Ben Wallace MP, Minster of State for Security at the Home Office.
“The security is far higher on the agenda now than it probably has been for a very long period of time, and the tempo that our
security services and police are working at is almost unrivalled in recent history. Dealing with the threat that is on our door step.
“What we have seen recently is four attacks since May, seventeen foiled plots since May 2013, dozens disrupted or prevented
from developing. An admission that we are worried about over 23000 people who pose a threat to this country, in this country.
“Today’s terrorist is determined to spread fear amongst us in our public places and our crowded spaces. Their [Al-Qaeda and IS]
terrorism is very much 21st century, using the internet, social media, and the advantage of 24 hour news to spread terror all the
way through the world and continue to do so. To use that technology to groom people, to train people, to inspire people, or to
communicate with people, they use today's technology in this country to make sure that my constituents in Preston are
frightened of things that happened a long way away.
“Terrorist have kept it simple, using box knife cutters to hijack aeroplanes, kitchen knives, and vehicles, to destroy people's lives
on the street but also never giving up on planning complex attacks and creating headlines.
“We see young people radicalised sometimes without even any links to Islam, and there's no evidence that they themselves were
practicing Muslims, or indeed had become Muslims before they decided to adhere to the teachings of IS and carry out attacks.
“Often grooming with slick advertising, slick propaganda methods available on the Internet, and in ways that would never have
happened twenty five or thirty years ago, and that's why we see the range of a attacks that are inspired, self-inspired, and
directed from some faraway land, or indeed people that are very quickly turned to violence using very quick methods.
“The challenge for us in the security intelligence agencies, and in the police forces, is to keep ahead of people who may have the
intention to actually do something in a matter of hours or days, rather than years or months. But the intelligence agencies and
the police can't do this on our own, we simply cannot deal with the scale of the challenge without the help of partners such as the
public and the private sector.
“Because we need to make sure we keep ourselves safe at home, keep ourselves safe in business, and keep yourself safe when
you're out and about. That is the challenge that we face, and solutions for that lie better in alignment, making sure that we work
together. Today is a really good example of us coming together, of producing a short notice and amazing day, to listen to each
other's suggestions, to understand how we can help, and to understand how we can contribute.
“So better alignment is one of the solutions, better training, and the work of the police and the Counter
Terrorism Security Advisers, and delivering Project Griffin and Argus to make sure that people are better
trained to develop personal security, to develop business security, is another great way of making sure we
help ourselves become a harder target and keep ourselves safe and secure.
“We must never stop giving up on trying to be one step ahead, a better knowledge of the spaces that are under threat, and that's
why today I'm pleased to announce that we have decided to fund an extra £2 million towards funding research and technology,
and how we can keep crowds safer, because if we are to stay one step ahead, we have to continue to innovate, and continually
talk to each other so we can learn about best practice.
We don't get it right all the time, we can’t guarantee 100% public safety to the public. We can try and we can communicate the
steps to make it safer but part of the role of keeping us safer is going to be about managing the public's expectations, and
suggesting methods that they can take to keep themselves safe if we simply can’t be there to do it for them.”
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The Current Threat - Detective Chief Superintendent Clarke Jarrett
DCS Clarke Jarrett is a senior investigator with the Counter Terrorism Command, Metropolitan Police
Service.
This year we have seen four successful terrorist attacks and a number of plots disrupted in the United
Kingdom. This indicates a significant Step Change in the level of terrorist activity compared to the last
four years.
 22nd March 2017 - Khalid Masood, a 52 year old lone actor, using knives and a vehicle, murdered five
people and injured thirty one in Westminster. This attack lasted only 82 seconds. Hostile Vehicle
Mitigation certainly saved lives at the scene. Masood was not known as an extremist, although he had a history of violence, and
had spent time in prison. Masood, from Birmingham, hired the vehicle used in the attack and
stayed in a budget hotel in Brighton, before travelling to Westminster on the morning of the
attack. The extremely large and complex attack scene posed significant challenges to
emergency services. At the time of the attack police received numerous calls, giving conflicting
information, that we needed to respond to. As a result of this it was difficult for police to
provide accurate information quickly to the business community.
 22nd May 2017—Salman Abedi, a 22 year old male with links to Libya detonated an IED in
the foyer of the Manchester Arena, next to Victoria train station. Abedi murdered twenty two people and injured over two
hundred utilising a device constructed using chemicals, and nuts and bolts that were
purchased over the counter at stores in the United Kingdom. Of note with regard to
this attack is that Abedi did not penetrate any search regime or enter the venue, he
simply waited for people to leave the arena before detonating his IED. On top of the
awful loss of life and injuries caused, the incident significantly impacted the local
business community and transport network, as the large scene necessitated lengthy
closures.

 3rd June 2017— The London Bridge attack resulted in eight people being
murdered and 48 others being injured. The attack took 8 minutes from the time the van mounted the pavement of the bridge
to when the suspects were shot by armed officers. This scene was approximately 0.5 km long and once again had a significant
impact on businesses. This attack graphically highlighted the need for business and their staff to be prepared and the value of
business continuity plans. The attackers operated as a small terrorist cell, comprised of three men from various backgrounds.
The group were armed with knives which had been strapped to their wrists, and they wore fake suicide vests, perhaps to give
them ‘stand off time’ against anyone trying to stop them. This incident also highlighted the
importance to consider what training, such as first aid that emergency response staff receive.
 19th June 2017— Darren Osborne drove from Wales to the Finsbury Park Mosque where
he used a hired van to drive into a group of people in the street, killing a Muslim man.
Osborne has been charged with terrorist related murder. Similar to Masood, Osborne was
not known to have an extreme mind set and we were not aware of
anything which indicated he was planning the attack.
What do these events tell us? Terrorists want to be noticed and seek high profile and/or high impact
targets, they also want to be successful—success for them often means murdering people and dying
themselves in order to achieve martyrdom. The current terrorist attacks we have seen and disrupted,
predominantly centre around people inspired by or linked to Islamic State or Al Qaeda. Successful terrorist attacks are used as
propaganda, studied and shared on social media by extremists. As public and private sector security becomes more adapt and have
more resources to tackle terrorism, terrorists also learn from what works; small cells are successful, low tech plots work, using the
weapons that are available (e.g. knives and vehicles) is effective, and there is no necessity to penetrate a locations’ security.
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From a Business Perspective
Bridges are two way - not just one way. There should be better flow of information from the public to the private sector. This should include: What we are doing in an incident? What we would like to know and do not
need? How we can help? Professional help and opinion — well crafted, trustworthy and authentic.

Our success and business reputation is based on many things, but it is ultimately about our resilience and our
ability to work through and bounce back.
Partnerships need to push themselves further and actively involve people but beyond Griffin and Argus to
proper, embedded partnership.
We have focused on physical terrorism however we are aware of the threat of cyber, which is more invidious...

We are working on a joint prevention strategy and we have seen nothing but goodwill from the business community. I feel strongly that we can’t expect law enforcement to do everything ...

Can a terrorist attack a venue with a cyber breach to maximise impact? Not likely in the short term … it is
perfectly possible for terrorists to use cyber attacks in the future ...

We need to look at the training of the security personnel. The SIA standard has moved the private security
industry along a lot but they have not really developed the training regimes. I would like security personnel to
have a security passport - SIA related training audit linked to the security personnel, plus CRB checks. We
need to revisit the licencing process and compliance.

I feel strongly that we can’t expect law enforcement to do everything and we have a strong private sector. We
see this as the next model of joint exercising, in joint upskilling and joint resourcing.

Within days or weeks information needs to be in the right hands of the security officer, that security
information is absolutely crucial.
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What Can You Do?
CPNI provided an update on physical and personnel security. During this they
highlighted many of the areas contained in ‘Board Security Passport’ Further
information can be found here: https://www.cpni.gov.uk/managing-my-asset/
leadership-in-security/board-security-passport
1. GOOD GOVERNANCE — Identify who is accountable for security at board/executive level. Ensure they have
clear reporting lines to all staff with security responsibilities.

2. IDENTIFY YOUR MOST VALUABLE ASSETS — Identify which assets are
critical to your business success, competitive, advantage and continuing
operation. These will include people, products, services, processes, premises
and information.
3. IDENTIFY THE THREATS — Identify the security threats to your most valuable assets. Threats are
diverse and may exist in physical or cyberspace, and may change over time.
4. ADOPT A RISK MANAGEMENT APPROACH - Establish your organisation’s
appetite for security risk. Choose a risk management approach that suits your organisation and business activity—one that integrates security into your business but does not inhibit it.
5. MITIGATE YOUR RISKS — Prioritise the risks to your organisation and put in place
a range of personnel, cyber and physical security control measures that reduce your
vulnerability to them and their impact.
Accept that you cannot protect everything . Build an effective, professional and competent security team
with clear, well defined and rehearsed procedures.
6. LEGALITY, ETHICS AND TRANSPARENCY — Security principles, policies and procedures should be
transparent and accessible. Taking an ethical approach, proportionate to risk will gain support and buy-in from
stakeholders
7. CONTROL ACCESS — Introduce control measures and monitoring systems to ensure
employees, contractors and suppliers and the public only have access to buildings, information and people necessary for their role.
8. CREATE A STRONG SECURITY CULTURE: SOFT MEASURES — Lead by example. A
good security culture relies on visible endorsement from the top.
Develop clear and fit for purpose security policies (particularly on how to report security incidents)
supported by training and regular communication.
Ensure the staff are clear on how to report a security incident, and on their responsibility in managing
and resolving security risks.
9. CREATE A STRONG SECURITY CULTURE: HARD MEASURES — Establish robust procedures for dealing
with poor behaviours. Enforce security policies visibly and quickly when staff, contractors or suppliers don’t
comply.
10. PROTECT YOUR INFORMATION — Establish an information and cyber security
policy that identifies the information risks across your organisation and applies
appropriate controls. Conduct regular reviews to incorporate changes in technology.
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What Can You Do?
11. SECURE SHARING OF INFORMATION — Ensure contractors, suppliers and other organisations that handle
(send, receive or store) your information are clear on their legal responsibility to protect it securely—now and
in the future

13. SECURITY PRE-SCREENING — Good personnel security begins at
recruitment so ensure you make appropriate pre-employment checks
on all prospective staff. Include security checks as part of your
contractor and supplier process.
14. HOME AND MOBILE WORKING — If
your staff (and contractors work from home
or travel around the UK and overseas,
ensure they are briefed, trained and equipped to keep
themselves and sensitive information secure at all times.
15. STAFF EXIT STRATEGY —
Review access privileges for all
staff when transferring roles or
leaving the organisation.
Create procedures so that all staff leaving your organisation
are seen and the reasons for their departure established.
Remind them of their ongoing obligations of confidentiality.
16. BUILD IT SECURE — Ensure your buildings , physical barriers and surveillance equipment are fit for their specific purpose, built, installed and used correctly to prevent unauthorised
entry and enable early detection.
17. SEARCH AND SCREENING — Consider creating more secure zones within your
site. Use search and screening procedures to stop prohibited people and items entering and leaving.
Consider whether to have mail delivered and screened off-site; and whether to have
other deliveries made off-site too.
18. SEARCH AND SCREENING — Check the adequacy of utility supplies and standby facilities and create up
-to-date response plans. Regularly test your plans with desktop and live exercises and ensure the lessons are
circulated and acted upon. Understand the impact on the business if your online services were disrupted for
a short or sustained period.

19. INCIDENT MANAGEMENT — When drawing up incident management plans
consider the damage to critical assets, reputation, financial standing, employee morale and
confidence as well the time needed to recover business as usual.

20. EMERGE STRONGER — Learn from internal and external security incidents. Use the knowledge to anticipate new vulnerabilities, threats and risks and to remain compliant with evolving regulatory requirements.
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CSSC and London Protect Goes National
Don Randall - Cross-Sector Safety and Security Communications
Cross-Sector Safety and Security Communications (CSSC) have been working in
partnership with the National Counter Terrorism Policing Headquarters (NCTPHQ)
and the National Business Crime Centre (NBCC) in order to rollout the CSSC network
across the country.
The roll out will be both on a regional and national basis, using a sponsored messaging system from Everbridge. The
regions will be aligned to the NCTPHQ and NBCC regional structure therefore enabling messaging through
established police, and other public sector, networks.
Each region will be supported by a CSSC Hub which will be operated by a business
in the area who have agreed to support the initiative, thereby facilitate the sending
of messages provided by the authorities across all business sectors.
The aim of CSSC is to provide and facilitate for UK business to be safety and security
aware, by improving communication between the public and private sector on
security matters and creating a legacy of improved communication and awareness.
This expansion has already begun, London, Scotland and Eastern regions have been
online for sometime, and we are pleased to welcome the South East, hosted by
Ward Security, which went live this month. South West, Wales and East and West
Midlands will follow shortly. The aim is for the national structure to be in place by
the end of December,
If you are not already a member then please visit our website to enrol: www.thecssc.com. CSSC is supported by the
business community, so if you would like to find out more about how you could become involved please send me an
email: enquiries@thecssc.com

Superintendent Dave Roney - Deputy National Coordinator
Protect and Prepare at NCTPHQ
Since February 2017 we have been working with the London Protect
team to develop improved communication with businesses in relation
to protective security advice and terrorism incidents. Listening to the
business community it has been clear that we need to continue to
develop these products. To build on the existing Threat Updates and
monthly Newsletter we are have now developed a Threat Advisory
notice and are working on a Post Incident Report product.

Significant progress has been made with the national roll out of the CSSC network, this will provide the structure at a
national and regional level to enable this communication and dialogue. In line with this we are also dedicating
resources to this area of work and these will be in place shortly.
Our key objectives are to: Ensure that information relating to the current threat from terrorism is provided to the UK
business community; Improved partnerships between the police and business community within the UK in order to
mitigating the threat form terrorism and share good practice; Provide a method of resilient and effective
communication; Work with other areas of policing to provide improved unified messaging – Business Crime, Cyber,
and Fraud.
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Step Change—The Way Forward
Deputy Assistant Commissioner Lucy D’Orsi,
National Chief Police lead for Protective Security
The summit was a significant challenge for CSSC to pull together, in such a short timescale, I felt that it
was important to bring people together following the surge in terrorist activity in recent months and
talk about the threat we face going ahead. I feel that this threat is a game changer as we are seeing
attacks on soft targets, places that have not been traditionally seen a policing presence, such as at
organised events.
There is a shrinking timeframe, so we need to collaborate and work together if we are going to combat the threat that we face. A
key part of this will be the need for the authorities to ‘dare to share’ information and intelligence with the private sector
wherever possible. We have already come along way, and are already sharing information that five years ago would not have
been possible and this is in terms of dealing with the threat — this is critical. This is a two-way process and the private sector
should not underestimate the information that they hold.
Our support to business needs to be about engagement, with two-way information sharing, and using a regional model to enable
this. We are looking at setting up a single-entry point with a business hub though which we can support businesses, making sure
they receive the right information and advice. The hub needs to be a mixed team as it grows, and be a blended team with the
business firmly imbedded in it. It is important that the police are working with large corporate companies all the way through
to small medium enterprises in this respect.
We need to look at opening up training, the reality is that policing is shrinking, and the police need to prioritise. This includes
looking at a self-service model with such areas as the use of dogs and behavioural detection. A good example of this is Griffin self
-delivery with over three hundred and ninety companies using this route to provide counter terrorism awareness to its
employees and partners.
Safer by design is also a route where new developments around protective security have been brought forward and a means of
improving the security in a number of areas,
including the night time economy sector. We
will continue to work closely with this team to
identify new ideas and stimulate innovation.
Working together to show a step change is the
way forward. We are therefore setting up the
Step Change programme through a number of
working groups and further summits to
identify how we can be greater together and
make the United Kingdom a safer place in
light of the current and future terrorist threat.
The working groups will consist of
representatives from a number of business
sectors and will be asked to identify short,
medium and long term deliverables against a
number of themes. We will ask them to
present back to you at another summit later in
the year.

