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Heightened threat of state-aligned groups against
western critical national infrastructure

Our colleagues at the National Cyber Security Centre (NCSC), the UKs’ technical
authority on cyber security, have issued an alert to critical national infrastructure
(CNI) organisations warning of an emerging threat from state-aligned groups and we
would also suggest all organisations take cognisance of this alert.

NCSC warns of emerging threat to critical national... - NCSC.GOV.UK

This is a direct follow on from previously issued guidance from the NCSC, which we
shared, to assist UK organisations bolster their cyber defences in response to the

situation in and around Ukraine, when they urged UK organisations to prepare for an
extended period of heightened cyber threat in relation to the Russia-Ukraine conflict.

The NCSC - a part of GCHQ — warn in the alert that some groups have stated an
intent to launch 'destructive and disruptive attacks' and that CNI organisations are
strongly encouraged to follow the steps outlined in the NCSCs’ heightened threat
guidance to strengthen their defences,

Actions to take when the cyber threat is heightened - NCSC.GOV.UK

The guidance sets out an eleven point plan for sustaining a strengthened cyber
security posture when systems, processes and the workforce remain under pressure
and also focusing on staff welfare as a direct contributor to maintaining an
organisations’ resilience.

The NCSC assess the cyber threat to the UK, as a result of the conflict, remaining as
heightened and organisations are urged to not let their guard down and to consult
the new guidance to prepare for longer-term resilience.

We would also like to highlight other NCSC guidance and resources to help
organisations improve their longer-term resilience, including the 10 Steps to Cyber
Security and Cyber Security Toolkit for Boards.
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https://www.ncsc.gov.uk/news/ncsc-warns-of-emerging-threat-to-critical-national-infrastructure
https://www.ncsc.gov.uk/guidance/actions-to-take-when-the-cyber-threat-is-heightened
https://www.ncsc.gov.uk/collection/10-steps
https://www.ncsc.gov.uk/collection/10-steps
https://www.ncsc.gov.uk/collection/board-toolkit
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Also included is the following link to Cyber Essentials and we strongly encourage
you to consider this resource as a fundamental in your cyber security.

About Cyber Essentials - NCSC.GOV.UK

The NCSC further support your resilience and continuity, both on a personal and
business level with their;

Stay protected online with a Cyber Action Plan - NCSC.GOV.UK

and this will take a couple of minutes of your time and is free. The outcome will be an
action plan for you or your business, with suggestions to strengthen your cyber
security and resilience.

Further information and guidance for specific sectors are available through the
NCSC website

e Small Medium Enterprises - Small business guide
e General public - www.cyberaware.gov.uk
e For all - Secure system administration - NCSC.GOV.UK

Our team are sponsors for CiSP applications and the following link will provide you
with further guidance on joining and the benefits of membership. About CISP -
NCSC.GOV.UK

We also have additional resources which you can access at Incident Response —
Cyber Scotland within the Cyber Scotland Partnership which is, a collaboration of
key strategic stakeholders, focused on improving cyber resilience for all across
Scotland.

If you have been a victim of crime, and it is not an ongoing emergency, you can
report this to Police Scotland on 101.

Police Scotland Cybercrime Harm Prevention team

PPCW_CyberHarmPrevention@scotland.police.uk

All information was correct at time of distribution. 19/04/2023.
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https://www.ncsc.gov.uk/cyberessentials/overview
https://www.ncsc.gov.uk/cyberaware/actionplan
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fcollection%2Fsmall-business-guide&data=04%7C01%7CGavin.Jardine%40scotland.police.uk%7Cd7e318cb9ca54672aeea08d9f86e4241%7C6795c5d3c94b497a865c4c343e4cf141%7C0%7C0%7C637813974982862312%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=%2BmokXfvf%2B318piMBD747JWiKdZiJ9wV7bdn2VBavDEs%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.cyberaware.gov.uk%2F&data=04%7C01%7CGavin.Jardine%40scotland.police.uk%7Cd7e318cb9ca54672aeea08d9f86e4241%7C6795c5d3c94b497a865c4c343e4cf141%7C0%7C0%7C637813974982862312%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=9cpJ6jlFZfjmVFCAwhMK2S4MRVd1Q2%2BJtpAUBQ01%2BNg%3D&reserved=0
https://www.ncsc.gov.uk/collection/secure-system-administration
https://www.ncsc.gov.uk/cisp/home
https://www.ncsc.gov.uk/cisp/home
https://www.cyberscotland.com/incident-response/
https://www.cyberscotland.com/incident-response/
mailto:PPCWCyberHarmPrevention@scotland.police.uk

